Buumanue!!! byapre OnurensHbl!!!

CoOmronaiite clienyrolye npaBuia, 4ToObl HE MOMACThCS

Ha yJIOBKHA MOILIEHHUKOB!!!

O6elwaroT cnucaTb gonrm?

[lpoBepb, YTO 3TO
He MOLWEeHHUKMN!

@ baHk Poccum

foBopAaAT Npo A€Hbrun?

Knagu Tpybky u cam
nepenposepsn
uHpopmauuio!

@ bank Poccumn

OCTOPOXHO:

TENE®OHHbIE MOLWWEHHUKMU!

S NMPU3HAKOB OBMAHA

HA BAC o
BbIXOOAT CAMU

AdepucTsl MOTYT
NPeAcTaBuTLCR CyX60i
6e3onacHocTy 6aHka,
Hanorosow,
NpOKypaTypoi

Ti060¥ HEOXMAAHHDIA

380HOK, CMC unm nucbmo —
NOBOA HACTOPOXMUTLCA

PALYIOT BHE3ANHOW @)
BbIFOAOM U/ NYTAIOT

CunbHble aMoUMKH
NpUTYNNAOT
6auTenbHOCTL

Q BAXKHO!

CoTpyAHUKM 6aHKOB M NONAUMUMK
HWKOI[A He cnpawveaioT
PEKBU3UTDI KapTbl, NAponu

. 3BOHAT

~ YBEOUTECDH,

© HABAC AABAT

AdepucToi scerpa
TOPONAT, 4TOBbI

Y Bac He 6bin0
BpeMeHy Bce obayMaTs

o FOBOPAT O AEHBIAX
Mpeanaraior cnacTu
cBepexeHus, Noy|nTs
KOMNEHCALMIO NN BAOKUTLCA
B MHBECTULMOHHDIA NPOEKT

e MPOCAT COOBWUTDL
AAHHBIE
310yMbIWNEHHUKOB
WHTEPECYIOT PEKBM3UTBI
KapTbl, naponu v koabl
13 6aHKOBCKMX YBEAOMNEHUI

HUKOrIA HUKOMY
HE COOBLLAMTE:

* Kogbl us CMC

i Kop Ha

c;opone KapTbl (CW/CVE)
* PIN-kon

ponu/ UHbI K 6aHi My
NPUNIOKEHMIO U OHNAIH-BaHKY

* Kopoeoe cnoeo
« MepcoHanbHble AaHHbIe

13 CMC, nepcoHanbHbie AaHHble
W He NPOCAT coBepuwaTs
nepesoab! C Bawei KapTbl
Sepm
4_‘ 3 Kak 3awuTuTs cBom duHance,
[=; " yuTaiTe Ha fincult.info
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®DuHaHcosasn
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CoTtpyaHuku LieHTpob6aHka
He o63BaHUBAIOT




KAK SALLUTUTDBCAH
OT ®ULLUHTIA

OHJTAVH-MOLWEHHUKOB

—BuA TBa, Koraa y KpagyT
fiepcoHanbHble AaHHbIE MU AEHbIU C v
Yr1o6bI fO6paThcs A0 Bawmnx 6aHKOBCKUX CHETOB, Yacro caiThl, pble KaK fBe Kannu soabl
MOLUEHHMKAM HYXHbl Bally NepcoHanbHble faHHbIe TIOXOXM Ha CaiTbi PeasbHbIX OpraHu3auui
W PEKBU3UTLI KapT
Kakue cxeMbl Ucnonb3yioT adpepucTbl? HA ®PULLIMHITOBOM CAUTE?
OBELLAIOT 30MI0THIE FOPbI Mo técunxay W3 MHTEPHETa WNKW 3NEKTPOHHOW NoyTsl, CMC,
ONPOCH! 38 BOSHATPAXACHHE, COUMANBHbIE BHINNATS WK CBEPXNPHOBINbHYIE O B O D Y I S IPRe IR DRI A
UHBECTUUHONHbIE NPOEKTSL [APAHTHA GHICTROTO OBOrAUIEHHS — NPHIHAK OOMaHa 0BbABAEHUI1 O NOTEPENX, PacNPOAAKaX, KOMIEHCaLMAX
OT rocyaapcresa
3AMAHUBAIOT HA PACMPOAAXM Ja3p,
OrPOMMBIC CKHAKM W HW3KME LIeHb! MOTYT OKA3ATHCA MOWEHHUYECKOA YNOBKOR
Pbi 4acTo y y
CREKY/IMPYIOT HA FPOMKNX COBbITUSX ¥ GUWMHroBas MOeT naxe or
Hanpumep, 06BS8MAI0T CO0P ACHEr Ha Pa3paGOTKy BAKUMH, OBELSI0T BEPHYTS 7
ACHLIY 33 OTMEHEHHBIE PEACH UAK NPEANBIAIOT NONYYHTL FOCYAAPCTBEHHbIC
Lkl KAK PACIMO3HATb
MACKUPYIOTCS £ 4
R e T PULLNHIOBbIN CAUT?
Appec OTIMYaETCs OT HACTOAWEro N1LWb Napoy CUMBOIOB
Kak o6e3onacuTb CBOU AeHbrv B appecHoi cTpoke HeT https 1 3HayKa 3aKkpbiToro 3aMka
B MHTepHeTe? Av3aiiH CKONUPOBaH HEKaYeCTBEHHO, B TEKCTaX eCcTb OWnbKu
Y caiTa Mano CTpaHuL UM Baxe OaHa — AN BBOAA AaHHbIX
1 Ycranosure antveipyc i perynapo obHoBAsATe €ro SSEAE
2 3aseaure oraensHyi0 AEGETOBYIO KapPTy ANA naarexen
B MHTEDHETE U KNGATE HA HEE HYXHYIO CyMMy NEpea onnaTod KAK YBEPEUYbBCSH OT ®ULLUHIA?
4
3 Bcerpa nposepsiiTe agpeca 3NEKTPOHHON NOYTLI U CARTOB — 7
OHH MOTYT OTNMYATLER OT NWLB NAPO# YcraHoBUTe aHTVBUPYC U PerynspHo obHoBnslTe ero
4. He NepexoanTe no CChinkam OF HE3HAKOMLIER ~ CoxpaHsiTe B 3aknagkax agpeca HyXHbix canTos
CPpasy YAANARTe COMHUTENIbHLIE COOBLIEHNS He nepexogure No rMoAO3PUTENbHLIM CCbI/TKaM
5 HUKOMY He COOBLaATe CBOM NePCOHaNbHLIE AAHHbIE Mcnom»ayﬁ'm OTAENbHYIO KapTy ANS NOKYNOK B MHTEPHETE,
KNAAWTE Ha Hee HYXXHYIO CYyMMY NPsaMO Mepen onnaTomn
%;3:\% Mlogpotuee o npasunax i % A2,
T Kubeprurmens loapobHee O NpaBunax
E?a‘f»&% uwTaiiTe wa fincult.info @ xynsTypa KMBEPrUTHeHD YHTaRTe Ha SYRTYPS

@ bank Poccum

KAK SALLUTUTD
CBOUTALKETbI OT BUPYCOB

3AABJIEHME O HECOITIACUM B nonmumio

(1) E:;EynoKMPOBATb © HAMUCATb © OBPATUTBCSA BUPYChI: /
C OMEPAUMEN .

T YA i pocTyn K y yCTpoiAcTBYy
« KPapyT NoruHb! U Naponu OT OHNaH- U MOGUNbHOro GaHka
+ NepexsarbIBaloT CeKPeTHbIe KOAbI U3 COOBLeHUA

3anonyuyme aT1 AaHHbIe, KNGEPNPeCcTYNHUKN
MOFYT NOXWUTUTL BCE AGHBLIM C BALUUX CYETOB

+ o Homepy TenedoHa 6aHKa 3ansBneHue AoNXHO Yem Gonswe nopei
Ha 6aHKOBCKOW KapTe GbiTe HaNUCaHO: MOAAAYT 3aRBNEHUA,
WAM Ha OhUUManbHOM canTe « B TeueHve cyTok nocne TeM Bbilue BePOATHOCTb,
« Yyepes MOGUNLHOE NPUNOXEeHue COOBLEeHUA O CNUCAHNUKN HTO NPecTynHUKOB

AeHer noimaior KAK NMOHATDH,

YTO YCTPOWCTBO 3APAXEHO?

3aBucaer, nepesarpyXaeTcs Unu OTKMo4aeTca

* Yepes NUYHbLIA KaGuHeT
Ha ohMumansHOM caitte 6aHka + Ha MecTe B oTAeNneHun
GaHka

Camo pa6ory npi

MokazbiBaer BCNNbiBalOWMWE OKHA

« B OTAENEeHWUM GaHKa
Tepser o6beM naMaTn

n Te B 6aHK 1 nonp e 3a6, P b goctyn
KAK OBE3OMNACUTb OEHbIr'1 HA CHETAX? YTO OENATD, K OHNaiH- ¥ MOGUNLHOMY GaHKy U BCE KapTbl, KOTOpbie
ECITY HA YCTPOWCTBE BUPYC? MCMONL30BANM Ha yCTpoicTBe
HUKOMY HE COOBLLAUTE: KOOOBOE ClTOBO O6patnTech B CEPBUCHDINA LEHTP, YTOGbI BLINEYNTL rapxeT
+ CPOK AAGACTBUSA KapThl U TPEX3HAUHbIA KOA Ha3blBaiiTe TONbKO COTPYAHMKY GaHKa, MepeBbinycTUTE KapThi, CMEHUTE /IOTMH M Napons
Ha ee 060pOTHO# cTopoHe (CVV/CVC) KOraa Camv 380HWUTE Ha ropaYyio OT OHNaNH-6aHKa W 3aHOBO YCTaHOBUTE 6AHKOBCKOE NPUNOXeHHe

« NapoNu ¥ KOAbI U3 yBeAOMNEHWA NUHUIO

+ NNOTUH W Naposb OT OHNaH-BaHKa
Mcnonb3ayiTe aHTUBUPYC U PErynspHO ero o6HoBNsnTe

TR KAK 3ALLUTUTD e = = o =
YCTPOWCTBO OT BUPYCOB? =
NEePCoHanbHLIE AaHHBIE B OTKPLITOM AOCTYNE BaHk He KomMneHcupyer NPOrpaMMbi Mo UX NPOCLGE U He UCMONbIYATe HyXue hnewku

norepu, ecnu Bbl Hapywunu C =
npaeuna 6esonacHoro
MCNONb30BaHUA KapTbl

np! TONbKO M3

YCTAHOBUTE
aHTMBMPYCHI Ha BCe YCTPONCTBa

O6HoBNANRTE ONEPALUOHHYIO CUCTEMY YCTPOHCTBA

WNz6eranre obuenocrynHbix Wi-Fi-cerei
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